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Alarm systems play a vital role in maintaining the safe operation in process plant. 
Moreover, the safety and efficiency of a plant's operation is assured by the usage of a 
reliable and user friendly alarm system. In this project, the main objective is to introduce 
an alarm feature inside the SCADA system. Identification of suitable guidelines in 
designing a good alarm system display is also part of the project's objective. Introduction 
of alarm feature inside the SCADA system is done by putting the Supervisory Control and 
Data Acquisition (SCADA) system to Assembly Cell-200 Trainer. Here, the SCADA 
system is equipped with an alarm system as the mean to monitor and control the trainer. 
The alarm design adopts the available alarm system guidelines as to figure out and judge 
the most suitable guidelines to be applied in this project. This exercise proves that general 
guidelines (e.g., use of an alarm philosophy) are essential in developing this projects. 
However, detailed guidelines (e.g., colour coding and symbol features) should be used 
more carefully and consistent to ensure the creation of understandable and recognizable 
display. From this project, a properly designed alarm system is developed, which provides 
the operators with enough information to prevent any abnormalities, fault conditions or 
undesired errors in the plant. This project also summarizes the principal guidelines to 
consider when designing and developing alarms in SCADA environment. 
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ABSTRAK 
Sistem penggera memainkan peranan yang penting di dalam keselamatan 
operasi di sesebuah loji pemproses. Selain itu, keselamatan dan kecekapan operasi sebuah 
loji terjamin dengan penggunaan sistem penggera yang boleh diharap dan mesra pengguna. 
Di dalam projek ini, objektif utama adalah untuk memperkenalkan ciri-ciri penggera di 
dalam sistem SCADA. Mengenalpasti panduan yang sesuai dalam mereka sistem penggera 
yang baik juga merupakan sebahagian daripada objektif projek. Pengenalan ciri-ciri 
penggera di dalam sistem SCADA dilakukan dengan melengkapkan Alat Latihan Assembly 
Cell-200 dengan sistem SCADA. Di dalam projek ini, sistem SCADA dilengkapi dengan 
sistem penggera sebagai kaedah untuk memantau dan mengawal alat latihan tersebut. 
Rekaan penggera diadaptasi daripada panduan sistem penggera yang sedia ada dengan cara 
mengenal pasti dan menilai panduan-panduan yang bersesuaian untuk diaplikasikan di 
dalam projek ini. Menerusi kaedah ini, panduan umum ( sbg.cth. penggunaan falsafah 
penggera) yang diperlukan dalam membangunkan projek ini dapat diketahui. Walau 
bagaimanapun, panduan yang lebih terperinci ( sbg. cth. kod warna dan cirri-ciri simbol) 
perlu digunakan dengan lebih berhati-hati dan konsisten bagi memastikan terbinanya 
paparan yang mudah difahami dan dikenalpasti. Daripada projek yang sudah dibangunkan, 
sistem penggera yang direka dengan baik akan menyediakan maklumat yang cukup kepada 
pengguna untuk mengelakkan apa jua ketidaknormalan, keadaan ralat atau ralat yang 
berlaku di dalam loji. Kesimpulannya, projek ini merumuskan bahawa terdapat panduan-
panduan asas yang perlu diambil kira semasa mereka cipta dan membangunkan penggera di 
dalam persekitaran SCADA. 
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An alarm system is a fundamental element of most current day operator 
interfaces to industrial manufacturing plants. The alarms are generally initiated by a 
process variable, or measurement, passing a pre-defined limit, which signifies that the 
variable is approaching an undesirable or unsafe value. 
Usually, the alarm systems in a manufacturing plant are built on a platform that 
can be monitored and controllable by the operators. It is also important for the alarm 
system to be easily viewed by the operators. With those features, alarm becomes an 
ideal system to provide the information to the operators which then allow them to 
evaluate what is occurring and take appropriate actions to remedy the situation. 
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In most manufacturing plants, we would expect to see much of the alarm systems 
embedded in the basic control system, typically a Supervisory Control and Data 
Acquisition (SCADA) system. This brings the benefits of integration with main control 
for the process and makes it simple to provide alarms related to the process condition. 
Software tools in the SCADA package allow the alarms to be configured easily and offer 
the facilities to group and prioritize the alarms. One of the long standing attractions of 
SCADA system has been their ability to record the occurrence of each and every alarm 
in the system with high degree of time resolution, thus supporting problem analysis and 
the reconstruction of the sequence of events during a plant outage. 
Throughout this project, the alarm system will be implemented using a SCADA 
software called an IGSS supplied by 7 Technologies. This true object-oriented program 
software will be integrated with a test platform, which is a small-scale assembly line 
named Assembly Cell-200 Trainer. This trainer adopts features from real industrial 
processes but in a smaller-scale, which enables a real application and execution of 
SCADA system. The assembly line consists of feeding station, pick and place station, 
part assembly station, storage and retrieve station and rejection station. The integration 
between trainer and SCADA software will be linked by Programmable Logic 
Controllers (PLC) as the remote terminal unit (RTU). 
Nowadays, alarms are designed in various forms purposely for attracting 
attention and appropriate response from the operators. The signal forms and qualities 
presented to the operators may include an audible warning, visual indication such as a 
flashing light or text background and a message of some description. 
As the focus of this project, a few elements of alarm system design are to be 
stressed, mainly on graphical interface aspect. The first and foremost are the objectives 
of the alarm system: what are the conditions on the application and what are the events 
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the alarm is trying to prevent. The alarm system priorities with their exact meaning 
must be clarified. Other elements are the presentation and retrieval method such as the 
coding definition which varies through colours, shapes, tones. Methods for the 
acknowledgment/silencing are also one of the important elements to be focused. 
In terms of the controlling criteria, it is necessary for the alarm system to trigger 
a prompt action from the operator and there should be no redundant alarms for same 
alarm conditions. The design should also capable to cater no alarms "in" during normal 
operations and able to manage any changes in the alarm system. 
Based on the above mentioned elements, the characteristics of an effective alarm 
system can be outlined as follows: 
i. It is contextually relevant i.e. correct, not spurious or of low operational value. 
ii. It is unique and not duplicating another alarm. 
iii. It provides adequate time for response. 
iv. It is prioritized, thus indicating the importance to the operator dealing with the 
problem. 
v. It is understandable i.e. the alarm message is clear and easily recognized. 
Hence, if the design stage of the alarm system is not meticulously executed, the 
alarm information presented to the operator will be misleading and potentially of no 
operational value. 
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1.2 Problem Statement 
In the event of emergency cases in industry, alarms act as the most critical 
features in a SCADA system due to their functions to trigger the necessary actions from 
the operators. Ironically, there is no such specific guideline to design it. However, the 
considerations in designing the alarm system differ from one company to others. For a 
company which adopts a more complex alarm system, the disadvantages are more on the 
operators, where more comprehensive and longer hours of training are required. But, if 
a simpler and effective system is chosen, the time and cost for training purposes can be 
saved. 
As each of SCADA software is unique by its own capability and features, the 
design stage of alarm system has been very complicated. Due to this reason, the 
preparation of a common set of guidelines for alarm system design will be stressed out 
in this project. Hence, a common and basic set of guidelines should be prepared for 
SCADA users as the aid in lining out the utmost requirements and considerations during 
the alarm design stage and everything related to it. 
1.3 Objectives 
The aims of this project are: 
i. To design an understandable and an easy-to-recognize graphical user interface 
for an alarm system in SCADA software 
ii. To identify characteristics of a good and well designed alarm system 
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iii. To develop a SCADA system for Assembly Cell-200 Trainer for monitoring and 
controlling purpose. 
1.4 Project Scope 
Figure 1.1 is a view of the relationship between Assembly Cell-200 Trainer, 
SCADA software, alarm system, and the user. Users identify and manipulate alarms 
through SCADA software display, and take necessary actions through alarm system 
display to deal with the abnormal conditions. The area with dotted border represents the 
scope of this project, that is, the interaction between alarm system, SCADA software 
and the Assembly Cell-200 Trainer. Specifically, this project focuses on the specific 
requirement for the presentation, layout and functionality of alarm systems. 
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Figure 1.1: Scope of the project. 
